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Informed consent in research 
 
Informed consent is one of the founding principles of research ethics. Its intent is that 
human participants can enter research freely (voluntarily) with full information about 
what it means for them to take part, and that they give consent before they enter the 
research. The minimum requirements for consent to be informed are that the participant 
understands important aspects of what they are consenting to, such as the research set-
up and its goals.1 What exactly needs to be covered by an informed consent may differ 
depending on relevant legislation and guidelines. 

 

FAIR consent in research 

In an ideal situation, besides giving consent to a specific research study, participants 
also consent to the re-use of the research data. In practice, however, research data can 
often not be re-used, because the data and/or the information leaflet are either not 
findable and/or accessible, or because the consent is multi-interpretable and 
researchers do not know which datasets they can use for their study. 

To reduce this uncertainty we have defined which elements from Informed consent must 
be annotated with ontology terms to aid in making it FAIR, which includes making the 
informed consent machine-readable. With machine-readable ontology terms, the data 
use conditions are made explicit and machine-readable. It supports the researcher in 
finding the right data for her/his research study by making it easier to find the data and 
making it easier to learn what uses are allowed. The ontology terms describe information 
about the informed consent given, and they do not provide access to the data. For 
access to personal data, the researcher will still need to follow the steps described 
below, including requesting permission to access the data from the appropriate review 
board, and signing the data depositor’s data transfer agreement (DTA). Importantly, the 
data depositor makes the final decision about whether or not to share the data with the 
researcher. The use of ontology terms to capture the information from an informed 
consent will make it easier to discover what uses of the accompanying dataset(s) are 
allowed. 

For researchers still in the process of setting up an informed consent, the information 
below may also act as a guide to determine which elements should be described in the 
informed consent. However, the elements below only describe what is needed for FAIR 
                                                           

1 Under the GDPR, informed (explicit) consent should adhere to four requirements: it should be 
specific, informed, freely given and unambiguous. Whether consent for research is GDPR 
consent or whether it has a legal basis under another (national) legislation, with its own 
requirements, depends on the context. 
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data sharing, and is not necessarily a complete overview of all elements that should or 
could be part of an informed consent. 

In addition to the machine-readable ontology terms, this report also describes roughly 
what else is needed for FAIR data sharing to adhere to legal regulations, and ethical 
principles and guidelines. 

 

Informed consent in practice and its relation to the metadata 

In the Netherlands, different types of research require different types of consent. 
Randomized controlled trials (or other medical research studies with an intervention on 
humans) fall under the scope of the WMO or Wet Medisch-wetenschappelijk Onderzoek 
met mensen. Consent sought for these studies must adhere to the standard template 
offered by the CCMO (Centrale Commissie Mensgebonden Onderzoek), which can be 
found here.2 The consent may include consent for the re-use of data. Consent should in 
many, but not all, cases be given in writing. 

Data collected specifically for research may sometimes fall under the scope of the 
WMO, but often this is not the case. The GDPR applies to these types of research 
studies.3 Informed consent can be given in writing or in any other form (e.g. orally or by 
marking a check box on a website), provided the consent is informed, specific, freely 
given and unambiguous. 

Data collected in a hospital during diagnosis or treatment fall under the scope of the 
WGBO, the Wet op de Geneeskundige BehandelOvereenkomst and the GDPR. There is 
a lot of discussion on the interpretation of the WGBO, specifically about when it 
prescribes the use of informed consent procedure and when an opt-out procedure is in 
place. It would go too far for this document to discuss the arguments used. Moreover, for 
genetic (germline) data, most scholars agree that informed consent should be sought. In 
this document, we therefore assume that informed consent is asked. 

In the future, the WZL or Wet Zeggenschap Lichaamsmateriaal will probably be 
implemented. This new law will likely provide more clarity about when informed consent 
should be used. Further, a new code of conduct by COREON4 on the use of health data 
and tissue samples for research is in the making to add to this clarification. Most likely, 
both the WZL and the new code of conduct will prescribe informed consent (consent 
under GDPR) for ‘sensitive uses’ of human tissue and data, including for instance Whole 
Genome Sequencing. 

  

                                                           
2 Last accessed June 30th 2021. 
3 In all cases where the GDPR applies, the national implementation law, in the Netherlands the 
UAVG or Uitvoeringswet Algemene Verordening Gegevensbescherming also applies. 
4 www.coreon.org  

https://www.ccmo.nl/onderzoekers/standaardonderzoeksdossier/e-informatie-proefpersonen/e1-e2-informatiebrief-en-toestemmingsformulier-proefpersonen
http://www.coreon.org/
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Meta-data scheme: Leaflet and consent form 

  
There are two distinct stages to a standard consent process. In the first stage, the data 
subject (either patient or healthy volunteer) is informed about important aspects of the 
research, including the goals, potential risks, storage, data protection, etcetera. Several 
of these aspects will be discussed below, because the agreements made with the data 
subject with respect to these aspects should be known by the data user. The information 
the data subject receives can take many forms: oral information by a research 
employee, an informative movie, etcetera. There will however always be written 
information handed over to the (potential) data subject in a leaflet. In the second stage 
of the informed consent process, the data subject usually signs the informed consent 
form (more about oral consent below). The meta-data scheme described below will 
describe the elements used to describe the leaflet and consent form.  

  
Element Description Ontology Values 

Leaflet title A name given 
to the 
resource. 

http://purl.org/dc/terms/title  
(DC:title) 

String 

Leaflet date A point or 
period of time 
associated 
with an event 
in the lifecycle 
of the 
resource. 

http://purl.org/dc/terms/date  
(DC:date) 

Date(ISO 
8601, YYYY-
MM-DD or 
YYYYMMDD) 

Leaflet 
version 

A related 
resource that 
is a version, 
edition, or 
adaptation of 
the described 
resource. 

http://purl.org/dc/terms/hasVersion 
(DC:hasVersion) 

String 

Consent 
form title 

Title of 
consent form 

http://purl.org/dc/terms/title  
(DC:title) 

String  

http://purl.org/dc/terms/title
http://purl.org/dc/terms/date
http://purl.org/dc/terms/hasVersion
http://purl.org/dc/terms/title
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Consent 
form 
identifier 

An 
unambiguous 
reference to 
the resource 
within a given 
context. Using 
a DOI would 
be optimal. 
Using a 
resolvable 
URL is 
suboptimal 
but preferable 
over a string 
value. 

http://purl.org/dc/terms/identifier  
(DC:identifier) 

UniqueID 

Consent 
form 
accepted 
date 

Date of 
acceptance of 
the resource. 

http://purl.org/dc/terms/dateAccepted   
(DC:dateAccepted) 

Date 

Consent 
form valid 
until 

End date of 
the validity of 
a resource. 

http://purl.org/dc/terms/valid   
(DC:valid) 

Date 

Consent 
form creator 

An entity 
responsible 
for making the 
resource. 

http://purl.org/dc/terms/creator  
(DC:creator) 

Institutes 
lookup (218 
choices) 

Consent 
form version 

A related 
resource that 
is a version, 
edition, or 
adaptation of 
the described 
resource. 

http://purl.org/dc/terms/hasVersion 
(DC:hasVersion) 

String 

Meta-data scheme: Leaflet and consent form. These meta-data give information about the leaflet 
(patient information) and the consent form. DC: Dublin Core Terms, SIO: Semanticscience 
Integrated Ontology. 

  
  
To ensure clarity around the information received by the data subject through the leaflet, 
the metadata contains the elements leaflet title, leaflet date, and leaflet version. 

http://purl.org/dc/terms/identifier
http://purl.org/dc/terms/dateAccepted
http://purl.org/dc/terms/valid
http://purl.org/dc/terms/creator
http://purl.org/dc/terms/hasVersion
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The other elements in this scheme describe the consent form. Besides the request to 
consent for the use of the data subject’s data (and possibly tissue sample) in research, 
the consent form may also provide options, for instance using check boxes, to opt-in or 
opt-out to e.g. the return of (incidental) findings. More on several of these options below. 
To inform the data user about the specific consent form used, the metadata contains the 
elements consent form title, consent form identifier, consent form creator, and consent 
form version. Different versions of a consent form are commonly used in specific time 
periods (after which a new version is offered to data subjects). This type of validity is 
indicated by two elements: consent form accepted data to indicate the first date of this 
period, and the element consent form valid until to indicate the last date.5 Importantly, 
this type of validity only refers to the validity of the informed consent form, and should 
not be confused with the validity of the consent an individual has given (i.e. the period in 
which the consent is valid). This latter validity is described below (see section on 
individual consent). 
  
In some situations, legislation allows consent to be asked orally.6 There will be a leaflet 
with information, but it will not be accompanied by a consent form. In this situation, the 
elements consent form title, consent form identifier, consent form creator, consent form 
version, consent form accepted data, and consent form valid until can be left out. 

  

  

 

 

Meta-data scheme: Individual consent 

  
Element Description Ontology code (shortened code) Values 

Individual 
consent 
identifier 

A data item 
consisting of a 
unique 
identification 
code designating 
an informed 
consent. 

http://purl.obolibrary.org/obo/ICO_000
0044  
(ICO:0000044) 

UniqueID 

                                                           
5 These two dates should in the semantic model be transformed to a range, indicated by a single 
value, because this is the expected format for the element DC:valid. 
6 For example, explicit consent under GDPR should not necessarily be given by a signature on 
paper, but may also be given orally, provided it is specific, informed, freely given, and 
unambiguous. 

http://purl.obolibrary.org/obo/ICO_0000044
http://purl.obolibrary.org/obo/ICO_0000044
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Person 
consenting 

The person 
(subject) whom 
this individual 
consent applies. 

http://purl.obolibrary.org/obo/IAO_0000
136  
(IAO:0000136) 

Reference to 
instances of 
Personal 

Consent form 
used 

The informed 
consent form 
that was signed. 

http://purl.obolibrary.org/obo/IAO_0000
136  
(IAO:0000136) 

Reference to 
instances of 
Leaflet and 
consent form 

Collected by Indicates the 
person, group, or 
institution who 
performed the 
collection act. 

http://purl.obolibrary.org/obo/NCIT_C4
5262  
(NCIT:C45262) 

Institutes lookup 
(218 choices) 

Signing date A date 
specification that 
designates when 
an informed 
consent form 
was signed. 

http://purl.obolibrary.org/obo/ICO_000
0036  
(ICO:0000036) 

Date 

Valid from Starting date of 
the validity of a 
resource. 

http://purl.org/dc/terms/valid   
(DC:valid) 

Date 

Valid until End date of the 
validity of a 
resource. 

http://purl.org/dc/terms/valid   
(DC:valid) 

Date 

Represented 
by 

An individual 
who is 
authorized under 
applicable State 
or local law to 
consent on 
behalf of a child 
or incapable 
person to 
general medical 
care including 
participation in 
clinical research. 

http://purl.obolibrary.org/obo/NCIT_C1
42600  
(NCIT:C51828) 

RepresentedBy 
lookup (3 choices) 

http://purl.obolibrary.org/obo/IAO_0000136
http://purl.obolibrary.org/obo/IAO_0000136
http://purl.obolibrary.org/obo/IAO_0000136
http://purl.obolibrary.org/obo/IAO_0000136
http://purl.obolibrary.org/obo/NCIT_C45262
http://purl.obolibrary.org/obo/NCIT_C45262
http://purl.obolibrary.org/obo/ICO_0000036
http://purl.obolibrary.org/obo/ICO_0000036
http://purl.org/dc/terms/valid
http://purl.org/dc/terms/valid
http://purl.obolibrary.org/obo/NCIT_C142600
http://purl.obolibrary.org/obo/NCIT_C142600
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Data use 
permissions 

A data item that 
is used to 
indicate consent 
permissions for 
datasets and/or 
materials, and 
relates to the 
purposes for 
which datasets 
and/or material 
might be 
removed, stored 
or used. 

http://purl.obolibrary.org/obo/DUO_000
0001  
(DUO:0000001) 

DataUsePermissio
ns lookup (5 
choices) 

Data use 
modifiers 

Data use 
modifiers 
indicate 
additional 
conditions for 
use. For 
instance, a 
dataset is 
restricted to an 
instance of an 
investigation for 
a specific 
disease or at 
geographical 
location. 

http://purl.obolibrary.org/obo/DUO_000
0017  
(DUO:0000017) 

DataUseModifiers 
lookup (23 
choices) 

Modifiers 
specification 

Details on any 
applied 
restrictions, such 
as which 
countries in case 
of a geographic 
restriction or 
which diseases 
when restricted 
to disease-
specific 
research. 

https://semanticscience.org/resource/S
IO_000090  
(SIO:000090) 

Text 

http://purl.obolibrary.org/obo/DUO_0000001
http://purl.obolibrary.org/obo/DUO_0000001
http://purl.obolibrary.org/obo/DUO_0000017
http://purl.obolibrary.org/obo/DUO_0000017
https://semanticscience.org/resource/SIO_000090
https://semanticscience.org/resource/SIO_000090
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Allow 
recontacting 

The procedure of 
recontacting the 
patient for 
specified 
reasons. This 
means the 
patient agrees to 
be re-identifiable 
under those 
circumstances. 

http://purl.obolibrary.org/obo/NCIT_C2
5737  
(NCIT:C25737) 

Recontacting 
lookup (3 choices) 

Meta-data scheme: Individual consent. These meta-data give information about the consent a 
data subject has given. The descriptions use different terms to describe the data subject: 
person, subject, or  patient (except the person in collected by and the individual in represented 
by). This is caused by the use of different ontologies (ICO, DUO, IAO, NCIT), that all use their 
own terminology. ICO: Informed Consent Ontology, IAO: Information Artifact Ontology, NCIT: 
National Cancer Institute Thesaurus, DC: Dublin Core Terms, DUO: Data Use Ontology, SIO: 
Semanticscience Integrated Ontology. 
 

The individual consent metadata refer to elements that describe details of the consent a 
specific data subject has given. The informed consent form the individual signed and the 
specific person consenting are indicated using the elements individual consent identifier 
and person consenting. 

Extra care should be taken regarding identifiability of the data subjects when filling in the 
element person consenting. If there is no link between the code used in the element 
person consenting and the database of the data provider, then the data are likely to be 
anonymous. When a potential data user requests the data from the data provider, then 
the data provider should apply the search strategy of the data requester again to find the 
data of the right data subjects again. 

If a link exists between the code used in the element person consenting and the 
database of the data provider, the circumstances determine whether or not the metadata 
can be considered indirectly identifiable, and thus personal data under the GDPR. If the 
metadata are used for internal use only, for instance only by a group of users who have 
a legal basis to process these data within their hospital, and all other relevant data 
protection measures (both technical and organizational) are in place, then this is most 
likely unproblematic. However, if the metadata are shared through for example a publicly 
available catalogue, and the metadata are considered indirectly identifiable, then a legal 
basis (e.g. explicit consent) is needed for sharing these data. Whether or not the data 
should be considered personal data should be discussed with a legal professional, for 
instance an organizational Data Protection Officer (DPO). A helpful tool in determining 
whether the data can be considered anonymous, even though a link between the 
metadata and the database exists, can be found in a paper by Groos & Van Veen 
(2020).7 Irrespectively of which of the above situations is at stake, it is always 
                                                           
7 Available here: https://edpl.lexxion.eu/article/EDPL/2020/4/6. Last accessed June 30th 2021. 

http://purl.obolibrary.org/obo/NCIT_C25737
http://purl.obolibrary.org/obo/NCIT_C25737
https://edpl.lexxion.eu/article/EDPL/2020/4/6
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recommended to discuss whether the metadata can be shared with a legal specialist or 
DPO.  

The element consent form used should be used to link back to previously submitted 
consent forms. This element should be left out when consent is sought orally (see 
explanation in the section on consent form metadata). The element collected by should 
be used to indicate the institution collecting the data (even though the standardized 
description also includes the person or group collecting the data). The date the informed 
consent was signed is indicated by signing date, the element valid from indicates from 
which day on the data (or tissue) can be used for research. The signing date can be 
different from the date filled in at the valid from element, for example if a reflection period 
after signing is built-in the procedure, after which the tissue samples or data can be 
used. The valid until element indicates the end date of the period in which the data or 
tissue can be used. This period can for instance end because the data subject gave 
consent for the data to be used in a specific time period. Another reason this period 
might end is that the data subject was a minor when entering the study, but needs to 
renew its consent when he or she reaches maturity. The valid until element will then 
indicate the date this data subject reaches maturity. Another important situation in which 
this element should be used in practice is if a data subject uses his/her right to withdraw 
consent. The valid until element will then indicate the date of withdrawing consent. 

The represented by element can be filled in if the data subject is either a child or 
incapable person. The data subject should then be represented by either a legal 
representative or a parent. In some cases, a child and parent or legal representative 
both need to consent to research. In the Netherlands, for instance, this is the case for 
teenagers between 12 and 16 years old. In those situations, both the child and 
parent/legal representative can be filled in. 

The data use permissions element can be used to indicate five different choices relating 
to the purposes for which the data can be used (the standardized description also 
includes removal and storage of the data): 

 

Data use 
permission 

Description Ontology code 

General 
research use 

This data use limitation indicates 
that use is allowed for general 
research use for any research 
purpose 

http://purl.obolibrary.org/obo/DUO_0000042 
(DUO:0000042) 

Health or 
medical or 
biomedical 
research 

This data use limitation indicates 
that use is allowed for 
health/medical/biomedical 
purposes; does not include the 
study of population origins or 
ancestry 

http://purl.obolibrary.org/obo/DUO_0000006 
(DUO:0000006) 

http://purl.obolibrary.org/obo/DUO_0000042
http://purl.obolibrary.org/obo/DUO_0000006
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Disease-
specific 
research 

This data use limitation indicates 
that use is allowed provided it is 
related to the specified disease 

http://purl.obolibrary.org/obo/DUO_0000007 
(DUO:0000007) 

No restriction This data use limitation indicates 
there is no restriction on use 

http://purl.obolibrary.org/obo/DUO_0000004 
(DUO:0000004) 

Population 
origins or 
ancestry 
research only 

This data use limitation indicates 
that use of the data is limited to 
the study of population origins or 
ancestry 

http://purl.obolibrary.org/obo/DUO_0000011 
(DUO:0000011) 

 

Data use modifiers are elements that indicate additional conditions for use. For instance, 
a dataset is restricted to an instance of an investigation for a specific disease or at 
geographical location. As many data use modifiers as needed can be indicated. The 
table below shows all data use modifiers and a description, where available these 
modifiers are taken from the DUO ontology, but we extended this with a set of five 
additional codes that we defined in the FAIR Genomes ontology to cover some concepts 
that aren’t currently covered by DUO. When DUO will define terms that cover these 
concepts we will link the FAIR genomes concepts to the DUO terms to ensure forwards 
compatibility. 

  

Data use 
modifier 

Description Ontology code 

Clinical care 
use 

This data use modifier 
indicates that use is allowed 
for clinical use and care 

http://purl.obolibrary.org/obo/DUO_0000043 
(DUO:0000043) 

Collaboration 
required 

This requirement indicates that 
the requestor must agree to 
collaboration with the primary 
study investigator(s) 

http://purl.obolibrary.org/obo/DUO_0000020 
(DUO:0000020) 

Ethics approval 
required 

This requirement indicates that 
the requestor must provide 
documentation of local 
IRB/ERB approval 

http://purl.obolibrary.org/obo/DUO_0000021 
(DUO:0000021) 

Genetic studies 
only 

This data use limitation 
indicates that use is limited to 
genetic studies only (i.e., no 
phenotype-only research) 

http://purl.obolibrary.org/obo/DUO_0000016 
(DUO:0000016) 

http://purl.obolibrary.org/obo/DUO_0000007
http://purl.obolibrary.org/obo/DUO_0000004
http://purl.obolibrary.org/obo/DUO_0000011
http://purl.obolibrary.org/obo/DUO_0000043
http://purl.obolibrary.org/obo/DUO_0000020
http://purl.obolibrary.org/obo/DUO_0000021
http://purl.obolibrary.org/obo/DUO_0000016
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Geographical 
restriction 

This should be coupled with 
an ontology term describing 
the geographical location the 
restriction applies to 

http://purl.obolibrary.org/obo/DUO_0000022 
(DUO:0000022) 

Institution 
specific 
restriction 

This requirement indicates that 
use is limited to use within an 
approved institution 

http://purl.obolibrary.org/obo/DUO_0000028 
(DUO:0000028) 

No general 
methods 
research 

This data use limitation 
indicates that use includes 
methods development 
research (e.g., development of 
software or algorithms) only 
within the bounds of other use 
limitations 

http://purl.obolibrary.org/obo/DUO_0000015 
(DUO:0000015) 

Not for profit, 
non 
commercial 
use only 

This requirement indicates that 
use of the data is limited to 
not-for-profit organizations and 
not-for-profit use, non-
commercial use 

http://purl.obolibrary.org/obo/DUO_0000018 
(DUO:0000018) 

Non-
commercial 
use only 

This indicates that data can be 
used by commercial 
organisations for research 
purposes, but not commercial 
purposes 

http://purl.obolibrary.org/obo/DUO_0000046 
(DUO:0000046) 

Not for profit 
organisation 
use only 

This data use modifier 
indicates that use of the data 
is limited to not-for-profit 
organizations 

http://purl.obolibrary.org/obo/DUO_0000045 
(DUO:0000045) 

Population 
origins or 
ancestry 
research 
prohibited 

This data use modifier 
indicates use for purposes of 
population, origin, or ancestry 
research is prohibited 

http://purl.obolibrary.org/obo/DUO_00000044 
(DUO:0000044) 

Project specific 
restriction 

This data use modifier 
indicates that use is limited to 
use within an approved project 

http://purl.obolibrary.org/obo/DUO_0000027 
(DUO:0000027) 

http://purl.obolibrary.org/obo/DUO_0000022
http://purl.obolibrary.org/obo/DUO_0000028
http://purl.obolibrary.org/obo/DUO_0000015
http://purl.obolibrary.org/obo/DUO_0000018
http://purl.obolibrary.org/obo/DUO_0000046
http://purl.obolibrary.org/obo/DUO_0000045
http://purl.obolibrary.org/obo/DUO_00000044
http://purl.obolibrary.org/obo/DUO_0000045
http://purl.obolibrary.org/obo/DUO_0000027
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Publication 
moratorium 

This requirement indicates that 
requestor agrees not to 
publish results of studies until 
a specific date 

http://purl.obolibrary.org/obo/DUO_0000024 
(DUO:0000024) 

Publication 
required 

This requirement indicates that 
requestor agrees to make 
results of studies using the 
data available to the larger 
scientific community 

http://purl.obolibrary.org/obo/DUO_0000019 
(DUO:0000019) 

Research 
specific 
restrictions 

This data use limitation 
indicates that use is limited to 
studies of a certain research 
type 

http://purl.obolibrary.org/obo/DUO_0000012 
(DUO:0000012) 

Return to 
database or 
resource 

This requirement indicates that 
the requestor must return 
derived/enriched data to the 
database/resource 

http://purl.obolibrary.org/obo/DUO_0000029 
(DUO:0000029) 

Time limit on 
use 

This requirement indicates that 
use is approved for a specific 
number of months 

http://purl.obolibrary.org/obo/DUO_0000025 
(DUO:0000025) 

User specific 
restriction 

This requirement indicates that 
use is limited to use by 
approved users 

http://purl.obolibrary.org/obo/DUO_0000026 
(DUO:0000026) 

Research with 
incidental 
findings 
permitted with 
obligation to 
report 

Research with a chance of 
incidental findings is permitted 
with an obligation to report 
incidental findings 

https://w3id.org/fair-
genomes/resource/FG_0000740 
 

Research with 
incidental 
findings 
permitted 
without 
obligation to 
report 

Research with a chance of 
incidental findings is permitted 
without an obligation to report 
incidental findings 

https://w3id.org/fair-
genomes/resource/FG_0000741 
 

http://purl.obolibrary.org/obo/DUO_0000024
http://purl.obolibrary.org/obo/DUO_0000019
http://purl.obolibrary.org/obo/DUO_0000012
http://purl.obolibrary.org/obo/DUO_0000029
http://purl.obolibrary.org/obo/DUO_0000025
http://purl.obolibrary.org/obo/DUO_0000026
https://w3id.org/fair-genomes/resource/FG_0000740
https://w3id.org/fair-genomes/resource/FG_0000740
https://w3id.org/fair-genomes/resource/FG_0000741
https://w3id.org/fair-genomes/resource/FG_0000741
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Research with 
incidental 
findings 
prohibited 

Research with a chance of 
incidental findings is prohibited 

https://w3id.org/fair-
genomes/resource/FG_0000742 
 

Equivalent 
legal data 
protection 
required 

Equivalent legal data 
protection is required. This 
term should be combined with 
a list of relevant data 
protection laws requirements 

https://w3id.org/fair-
genomes/resource/FG_0000743 
 

Research with 
individual-level 
linkage 
prohibited 

This requirement indicates that 
use of the data is limited to 
studies in which different data 
types about the same 
individual from different 
datasets are not combined. 
Linking data is usually used to 
compile epidemiological data, 
leading to a richer dataset. 
The logic of record linkage is 
that two or more items of 
information about a person 
recorded at different times, 
and perhaps in different 
places, may be of greater 
value when considered 
together than when either is 
considered alone. The 
potential risk is that the data 
subjects in the dataset 
become more identifiable 

https://w3id.org/fair-
genomes/resource/FG_0000744 
 

Data use modifiers and their descriptions. 

 

Sharing (anonymous) metadata from data subjects who did not give consent for the use of their 
genomic data might be important to give an indication to researchers about any potential bias in 
the data. At this moment, the metadata scheme does not provide an element through which it 
can be indicated that the data of a specific data subject cannot be used at all. The next version 
of the metadata scheme will contain such an element. For the time being, the elements data use 
permissions and data use modifiers can be used to exclude most types of research. 

The modifiers specification element field can be used to indicate more details about the 
restrictions indicated using the data use modifiers element. 

https://w3id.org/fair-genomes/resource/FG_0000742
https://w3id.org/fair-genomes/resource/FG_0000742
https://w3id.org/fair-genomes/resource/FG_0000743
https://w3id.org/fair-genomes/resource/FG_0000743
https://w3id.org/fair-genomes/resource/FG_0000744
https://w3id.org/fair-genomes/resource/FG_0000744
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Allow recontacting can be used to indicate whether or not the data subject can be 
(re)contacted for one or more of the following specified reasons: 

• For additional sampling: the data subject indicated willingness to be contacted to 
collect additional material or data. 

• For diagnostic questions: the data subject indicated willingness to be contacted if 
new knowledge regarding his/her diagnostic question that could benefit him/her 
would become available. 

• For incidental findings: the data subject indicated willingness to be contacted if new 
knowledge regarding incidental findings that could benefit him/her would become 
available. 

Importantly, important details about these recontacting options, e.g. which incidental 
findings should be returned and how, should be communicated between the data 
provider (the collecting institute) and data user through a DTA (more below). 

In some studies, some elements of the individual consent part of this metadata scheme 
will be similar for all study participants. This might especially be the case for data use 
modifiers, data use permissions, and to a lesser extent represented by (for example 
when all participants are minors and represented by their parents). For instance, some 
studies might offer only one option regarding incidental findings, that is described in the 
informed consent leaflet. Participants thus have no possibility to choose. When 
implementing the elements into a system, care should be taken to enable the efficient 
import of metadata. For example, the choice of the right default values will contribute to 
efficiency.  

Current developments 
At the time of writing there are several initiatives that are working on standards for 
recording consent information. The GA4GH Data Use and Research Identities 
workstream develops the DUO ontology, which we use intensively in our model, we 
track the current version of this ontology and work with the maintainers of the ontology to 
extend the ontology where we identified gaps in the current version. 
IRDiRC and the EJP-RD project have a joint task force in which we participate as one of 
the stakeholders. Currently this task force is looking at identifying a subset of common 
consent codes that are useful for discovery. These common consent codes will also be 
linked to the ontologies that are used by FAIR Genomes. 
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Data governance: other aspects 

To start, data providers and data users should ensure that they follow applicable 
legislation. Within the EEA (European Economic Area), data protection is mainly 
governed by the General Data Protection Regulation (GDPR). Besides general 
regulations, the GDPR provides additional rules when collecting 'special category' (ie 
sensitive) data in the course of their research. All health data are considered ‘special 
category’ data. Moreover, national legislation might be in place. Please note that both 
European and national legislation might require additional precautions when processing 
the data of children. Help with the interpretation of European and national legislation can 
be found in your local institution, the BBMRI-ERIC (European) ELSI Helpdesk or, when 
available, a national ELSI Helpdesk. 

  

When sharing data 

When sharing data, it is first essential that there is a valid legal ground for sharing these 
data. Informed consent can be a valid legal ground under GDPR. It is further 
recommended that a data sharing policy is developed for a dataset in the early stages of 
a project. An example of a data sharing policy can be found at the website of the 
Capacity registry. Another example, developed by Health-RI and the Netherlands 
Federation of University Medical Centres (NFU) for COVID-19 data, can be found here. 

Part of a data sharing policy should be how to determine whether a data request can be 
accepted. Besides deciding on the conditions under which the data can be used, it is 
recommended that it is determined who will make this decision. Usually a data access 
committee (DAC) or data access board is set up to see to this task. Further, a DTA 
might be needed (see below). 

Health-RI developed a framework for sharing COVID-19 data that is relevant for other 
types of health data as well. It can be found here (in Dutch). An English guideline for 
sharing COVID-19 data, developed by the Research Data Alliance, can be found here. 

  

When requesting data 

When requesting data from an institute, there are several things to take into account. 
Using the metadata scheme, it is possible to get a good idea of whether or not a dataset 
can be used for your study. However, it is not determinative. The institute that should 
deliver the data, will check whether the respective study protocol indeed corresponds 
with the conditions that are set for the use of these data (e.g. with the signed informed 
consent by the donor). Usually, a data access committee (DAC) or data access board or 
IRB (Institutional Review Board) will decide whether the data will be sent to the 

https://researchsupport.admin.ox.ac.uk/governance/ethics/faqs-glossary/glossary#sensitive_data
https://researchsupport.admin.ox.ac.uk/governance/ethics/faqs-glossary/glossary#sensitive_data
https://researchsupport.admin.ox.ac.uk/governance/ethics/faqs-glossary/glossary#children
https://www.bbmri-eric.eu/services/elsi/
https://www.bbmri-eric.eu/bbmri-eric/elsi-helpdesk/
https://capacity-covid.eu/wp-content/uploads/CAPACITY-Data-Access-Policy_V1.3.pdf
https://capacity-covid.eu/wp-content/uploads/CAPACITY-Data-Access-Policy_V1.3.pdf
https://elsi.health-ri.nl/sites/elsi/files/2020-11/1020_HRI_PolicyDocument_LATEST.pdf
https://elsi.health-ri.nl/sites/elsi/files/2020-07/Handreiking%20%20Data%20Governance%20COVID-19.pdf
https://www.rd-alliance.org/group/rda-covid19-rda-covid19-omics-rda-covid19-epidemiology-rda-covid19-clinical-rda-covid19-1?utm_source=Health-RI+combined+20181229&utm_campaign=002da9a883-Health-RI-Covid-19-July2020&utm_medium=email&utm_term=0_e89658a672-002da9a883-329774289
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requester. This review process might reveal more detailed conditions under which the 
data can be shared, that were not grasped by the metadata. 

  

It is highly recommended that the institute delivering the data will ask the requester to 
sign a data transfer agreement (DTA) or data sharing agreement. In this agreement, the 
two parties agree upon the conditions under which the data can be used. A DTA is not 
necessary if the data are open access or when the two institutions already have an 
agreement that covers the use of these data as well. DTA templates or examples can be 
found through the BBMRI-ERIC Knowledge Base or through the Dutch ELSI 
Servicedesk. For example, template DTA’s and MTA’s for usage within the EU are 
developed by the NFU, and can be found here. 

  

Cross border exchange of genomic data 

Since all EU member states adhere to the GDPR, data protection levels can be 
considered similar. Sharing personal data between countries therefore does not require 
any additional data protection guarantees (of course, there should be a legal basis to 
process the data, and technical and organizational measures should be in place to 
protect the data subjects’ privacy). However, when sharing personal data with an 
organization in a third country, i.e. a country outside of the European Economic Area, an 
additional safeguard should be in place. The following additional safeguards are most 
likely to be used for research purposes: 

• An adequacy decision: the European Commission can determine the level of data 
protection that a third country offers is equivalent to the level within the EU. Countries 
for which an adequacy decision had been adopted by the European Commission can 
be found here.8 

• Standard Contractual Clauses (SCCs): they are pre-approved model contractual 
clauses by the European Commission, which can be found here.9 

• In some situations, where no other legal framework is suited, and the transfer of data 
is not repeated, massive, or structural, a data transfer can be made based on a 
derogation under GDPR. The most relevant derogation for research is informed 
consent provided by the data subject. 

More additional safeguards are possible, but it is unlikely they will be used for research. 
If you wish to use one of these safeguards, consult a legal expert or your DPO. 

                                                           
8 Last accessed June 30th 2021. 

9 Last accessed June 30th 2021. 

http://www.bbmri-eric.eu/elsi-knowledgebase
https://elsi.health-ri.nl/servicedesk/uitgifte-van-data-en-lichaamsmateriaal/waar-vind-ik-een-voorbeeld-van-een-material
https://elsi.health-ri.nl/servicedesk/uitgifte-van-data-en-lichaamsmateriaal/waar-vind-ik-een-voorbeeld-van-een-material
https://elsi.health-ri.nl/categorieen/verzamelen-en-uitgeven-van-data-en-lichaamsmateriaal/waar-vind-ik-een-voorbeeld-van-0
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
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